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Nota de informare privind prelucrarea datelor cu caracter personal
prin utilizarea camerelor de bord

British American Tobacco (Romania) Trading S.R.L., inregistrata la Registrul Comertului cu
numarul J1996007802400, cod de inregistrare fiscala 8808452, cu sediul in Sos. Bucuresti-Ploiesti
(DN 1) nr. 1A, cladirea Bucharest Business Park, Cladirea A (etaj 3) si Cladirea B2 (etajele 2-4),
sector 1, Bucuresti (denumitd in continuare "BATRO" sau “Societatea”), email:
reclamatii_video@bat.com, in calitate de operator de date cu caracter personal, va informeaza cu
privire la prelucrarea datelor dvs. cu caracter personal in contextul anumitor operatiuni desfasurate
de Societate.

1. Camere de bord

BATRO utilizeaza camere de bord de monitorizare a traficului implementate pe masinile din flota
Societatii puse la dispozitia angajatilor pentru indeplinirea atributiilor de serviciu.

2. Categorii de date cu caracter personal. Scop. Temei legal

Aceasta nota de informare are in vedere prelucrarea datelor cu caracter personal prin raportare la
calitatea dumneavoastra de (i) angajat in cadrul BATRO, caruia 1i sunt puse la dispozitie
autovehiculele pe care sunt instalate camerele de bord si (ii) pietoni sau participanti la trafic, in sens
larg.

Vom colecta si vom prelucra urmatoarele date cu caracter personal: (i) imaginea foto/video, (ii)
comportamentul/activitatile desfasurate de dvs., (iii) numarul de inmatriculare, modelul, tipul de
autovehicul pe care 1l conduceti, (iv) data/ora intrarii/iesirii din anumite spatii sau a anumitor activitati
captate n trafic.

Camerele de bord utilizate nu au functie audio, astfel ca vocea dvs. nu va fi prelucrata. De
asemenea, nu ne propunem sa prelucram (a) date sensibile, in sensul art. 9 din GDPR sau (b) date
privind condamnarile penale. Cu toate acestea, astfel de tipuri de date pot fi prelucrate incidental
(involuntar).

Vom colecta si prelucra datele dvs. cu caracter personal prin utilizarea sistemului de camere de bord
in baza interesului legitim al BATRO, pentru urmatoarele scopuri: (i) prevenirea, detectarea si
investigarea riscurilor si amenintarilor la adresa personalului angajat care desfasoara munca de
teren, precum si a bunurilor Societatii, (ii) asigurarea securitatii si sanatatii la locul de munca, (iii)
procurarea/conservarea de probe Tn cazul unor accidente rutiere sau litigii. Cu titlu de exceptie, doar
daca ar mai fi disponibile inregistrarile de pe camerele de bord la momentul declansarii unei
investigatii interne si doar prin coroborarea cu alte probe, inregistrarile ar putea fi folosite si pentru
verificarea respectarii regulilor interne aplicabile la nivelul BATRO si in cadrul cercetarilor
disciplinare.

Nu vom utiliza datele dvs. in scopuri care sa aduca atingere onoarei, reputatiei sau demnitatii dvs.
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3. Sursadatelor cu caracter personal

Datele sunt obtinute Tn mod indirect, prin intermediul camerelor de bord montate pe autovehiculele
Societatii.

Camerele instalate si utilizate de BATRO inregistreaza continuu (non-stop) imagini digitale cu
miscarile distincte detectate in trafic, cat si parametri, precum data si ora. De regula, calitatea
imaginilor inregistrate poate permite identificarea persoanelor filmate in zonele de acoperire ale
camerelor video.

Camerele sunt orientate pe directia de deplasare si inregistreaza doar in fata autovehiculelor pe
care sunt instalate, prin urmare, nu vor fi captate imagini din interiorul autovehiculelor sau din spatele
acestora.

4. Stocarea datelor cu caracter personal

Datele cu caracter personal prelucrate de camerele de bord sunt pastrate pe cardurile fizice de
memorie ale acestora pe o perioada limitata de timp, de cel mult 6 ore (dupa care inregistrarile se
suprascriu).

Tn cazul unui incident in trafic, inregistrarea se salveaza automat separat pe cardul de memorie al
camerei de bord si aceste inregistrari sunt pastrate pe o perioada de 2 saptamani.

Odata ce perioada de stocare indicata mai sus expira, iar Societatea nu mai are motive legale sau
legitime de a va prelucra datele cu caracter personal, datele vor fi sterse automat.

5. Destinatarii datelor cu caracter personal

Ca regula, datele cu caracter personal pot fi accesate doar de personalul BATRO special instruit si
desemnat pentru a fi responsabil cu acest proces si doar atunci cand exista un caz semnalat privind
producerea unui incident rutier sau o cerere de exercitare a drepturilor privind prelucrarea datelor
dvs. cu caracter personal transmisa de catre dvs. Societatii.

Prin exceptie, datele dvs. cu caracter personal pot fi puse la dispozitie sau dezvaluite catre terte-
parti in urmatoarele situatii:
e autoritati publice sau institutii publice competente la cererea acestora (cum ar fi instantele
de judecata, organe de urmarire penald, precum Politia Roméana etc.) care solicita
Societatii sa furnizeze informatii, in virtutea obligatiilor legale ale acesteia din urma. In
acest caz, Societatea verifica daca autoritatea solicitanta este indreptatita prin lege sa
solicite accesul la respectivele date;
e catre asiguratorul BATRO, in masura in care solicita Societatii sa furnizeze informatii, in
virtutea obligatiilor legale ale acesteia din urma;
e consultanti contractati pentru a presta servicii pentru/in numele BATRO (e.g., furnizori de
servicii de consultanta juridica), daca accesul e necesar pentru indeplinirea activitatilor
de consultanta.

6. Transferul datelor cu caracter personal in state-terte

Nu transferam datele dvs. cu caracter personal in state din afara Uniunii Europene sau a Spatiului
Economic European.

7. Securitatea prelucrarii datelor cu caracter personal

Societatea va informeaza prin prezenta ca evalueaza si actualizeaza constant masurile de securitate
implementate pentru a asigura o prelucrare a datelor cu caracter personal in conditii de siguranta.
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In acest scop, Societatea a desemnat si instruit echipe de securitate specializate care analizeaza si
imbunatatesc in mod constant masurile tehnice si organizatorice pe care le-am adoptat pentru
asigurarea protectiei datelor cu caracter personal impotriva oricarui acces neautorizat, pierdere
accidentala, dezvaluire sau distrugere neautorizate. Printre masurile speciale implementate privind
securitatea retelei mentionam limitarea accesului la date la un numar restréns de persoane special
autorizate si instruirea periodica a personalului implicat in prelucrare.

8. Drepturile dumneavoastra

Va informam ca aveti urmatoarele drepturi cu privire la care va puteti adresa in scris la adresa de

email reclamatii video@bat.com.

Dreptul de acces la
inregistrari

Dreptul de
rectificare

Dreptul la stergerea
inregistrarilor

Dreptul la
restrictionarea
prelucrarii

Dreptul de portare

Dreptul la opozitie

Dreptul de a nu face
obiectul unei decizii
bazate exclusiv pe
prelucrare
automatizata

Ne puteti contacta in orice moment pentru informatii despre
inregistrarile foto/video in care puteti aparea. In acest caz, vd vom
confirma daca prelucram sau nu aceste inregistrari si, in caz afirmativ,
va putem da acces la datele dvs. (inclusiv o copie a acestora).

Aveti dreptul de a solicita rectificarea datelor dvs. cu caracter personal
incorecte, Tn masura in care ar fi aplicabil.

Aveti dreptul de a solicita sa se stearga inregistrarile video cu dvs. (i)
daca nu mai sunt necesare scopului expus mai sus, (ii) daca ati anuntat
BATRO ca va opuneti prelucrarii datelor dvs. cu caracter personal, iar
operatorul nu are motive legitime care sa prevaleze pentru a continua
prelucrarea, (iii) daca inregistrarile cu dvs. au fost prelucrate in mod
ilegal sau (iv) daca BATRO este obligata prin lege sa le stearga.

Puteti sa ne adresati o cerere de restrictionare a prelucrarii datelor dvs.
cu caracter personal atunci cand (i) considerati ca datele cu caracter
personal prelucrate sunt inexacte, pentru o perioada care sa ne
permitd sa verificam exactitatea datelor, (ii) cand prelucrarea este
ilegala si nu doriti sa va stergem datele, in schimb doriti sa ne oprim
sa le utilizam, (iii) cand aveti nevoie de acestea pentru constatarea,
exercitarea sau apararea unui drept in instanta, si ni le solicitati, desi
BATRO nu mai are nevoie de ele sau (iv) v-ati opus sa prelucram
datele dvs. cu caracter personal in perioada in care se fac verificari
daca prelucrarea este sau nu legitima.

La cererea dvs. va putem trimite dvs. sau entitatii indicate de dvs.
datele dvs. cu caracter personal intr-o forma structurata, utilizata in
mod curent si care poate fi cititd automat. Aveti de asemenea dreptul
de a transfera datele catre un alt operator, in cazul in care prelucrarea
se bazeazéa pe consimtamantul dvs. sau executarea unui contract si
este efectuata prin mijloace automate.

Aveti dreptul de a va opune prelucrarii datelor dvs. cu caracter personal
din motive legate de situatia particulara in care va aflati.

Aveti dreptul de a nu face obiectul unei decizii bazate exclusiv pe
prelucrare automatizata, inclusiv crearea de profiluri, care produce
efecte juridice care privesc persoana vizata sau o afecteaza in mod
similar intr-o maniera semnificativa.

Daca sunteti nemultumit de solutionarea oricareia dintre cererile dvs.
de catre BATRO sau daca doriti sa va adresati autoritatii publice
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Dreptul de a depune competente in rezolvarea oricarei plangeri referitoare la prelucrarea
o plangere datelor dvs. cu caracter personal de catre BATRO, o puteti face la:

Autoritatea Nationala de Supraveghere a Prelucrarii Datelor cu Caracter Personal
Sediu: B-dul G-ral. Gheorghe Magheru 28-30, Sector 1, Bucuresti 010336
Telefon: +40.318.059.211 /+40.318.059.212, Fax: +40.318.059.602
Email: anspdcp@dataprotection.ro

Procedura de solutionare a plangerilor cetatenilor si modelele de plangeri gasiti pe website-
ul Autoritatii la adresa: https://www.dataprotection.ro/?page=Plangeri RGPD&lang=ro

Privacy notice regarding the processing of personal data
through the use of dashboard cameras

British American Tobacco (Romania) Trading S.R.L., registered at the Trade Register with
number J1996007802400, tax registration code 8808452, with headquarters in Sos. Bucharest-
Ploiesti (DN 1) no. 1A, Bucharest Business Park building, Building A (floor 3) and Building B2 (floors
2-4), sector 1, Bucharest (hereinafter referred to as "BATRO", “The Controller” or "the Company"),
email: reclamatii video@bat.com, as a personal data Controller, informs you about the processing
of your personal data in the context of certain operations carried out by the Company.

1. Dashboard cameras

BATRO uses dashboard traffic monitoring cameras implemented on the cars in the Company's
fleet made available to employees for the fulfillment of their duties.

2. Categories of personal data. Scope. Legal grounds

This Privacy Notice considers the processing of personal data in relation to you as (i) an employee
within BATRO, to whom the vehicles on which the dashboard cameras are implemented are made
available and (ii) pedestrians or traffic participants, in a broad sense.

We will collect and process the following personal data: (i) photo/video image, (i) your
behavior/activities, (iii) registration number, model, type of vehicle you drive, (iv) date/time of
entry/exit from certain spaces or certain activities captured in traffic.

The dashboard cameras used do not have an audio function, so your voice will not be processed.
Also, we do not intend to process (a) sensitive data, in the sense of art. 9 of the GDPR or (b) data
on criminal convictions. However, such types of data may be processed incidentally (involuntarily).

We will collect and process your personal data through the use of the dashboard camera system
based on the legitimate interest of BATRO, for the following purposes: (i) prevention, detection and
investigation of risks and threats to the employees engaged in field work, as well as to the Company's
assets, (ii) ensuring safety and health at the workplace, (iii) procuring/preserving evidence in case
of road accidents or litigation. As an exception, only if the recordings from the dashboard cameras
were still available at the time of the initiation of an internal investigation and only by corroborating
with other evidence, the recordings could also be used to verify compliance with the internal rules
applicable at the BATRO level within disciplinary investigations, too. We will not use your data. for
purposes that harm your honor, reputation, or dignity.

3. Source of personal data
The data is obtained indirectly, through the dashboard cameras installed on the Company's vehicles.
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The cameras installed and used by BATRO continuously (non-stop) record digital images with
distinct movements detected in traffic, as well as parameters such as date and time. Usually, the
guality of the recorded images can allow the identification of people filmed in the coverage areas of
the video cameras.

The cameras are oriented in the direction of travel and record only in front of the vehicles on which
they are installed, therefore, no images will be captured from inside the vehicles or behind them.

4. Storage of personal data

The personal data processed by the dashboard cameras are kept on their physical memory cards
for a limited period of time, no more than 6 hours (after which the recordings are overwritten).

In case of a traffic incident, the recording is automatically saved separately on the dashboard
camera's memory card and these recordings are kept for a period of 2 weeks.
Once the storage period indicated above expires and the Company no longer has legal or legitimate
reasons to process your personal data, the data will be automatically deleted.

5. Recipients of personal data

As arule, personal data can only be accessed by BATRO personnel specially trained and designated
to be responsible for this process and only when there is a reported case of a traffic incident or a
request to exercise rights regarding the processing of your data of a personal nature transmitted by
you to the Company.

By exception, your data personal data may be made available or disclosed to third parties in the
following situations:

e public authorities or competent public institutions at their request (such as courts, criminal
prosecution entities, such as the Romanian Police, etc.) that request the Company to
provide information, by virtue of the latter's legal obligations. In this case, the Company
checks whether the requesting authority is entitled by law to request access to the
respective data.

e tothe BATRO insurer, to the extent that it requests the Company to provide information,
by virtue of the latter's legal obligations.

e consultants contracted to provide services for/on behalf of BATRO (e.g., legal
consultancy service providers), if access is necessary for the performance of consultancy
activities.

6. Transfer of personal data to third countries

We do not transfer your data with a personal character in countries outside the European Union or
the European Economic Area.

7. Security of personal data processing

The Company hereby informs you that it constantly evaluates and updates the security measures
implemented to ensure safe processing of personal data.

For this purpose, the Company has designated and trained specialized security teams that analyze
and constantly improve the technical and organizational measures we have adopted to ensure the
protection of personal data against any unauthorized access, accidental loss, unauthorized
disclosure, or destruction. Among the special measures implemented regarding the security of the
network, we mention the limitation of data access to a limited number of specially authorized persons
and the periodic training of the personnel involved in the processing.
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8. Your rights

We inform you that you have the following rights regarding which you can address in writing to the

email address reclamatii video@bat.com.

Right of access to
records

Right of
rectification

Right to deletion of
records

The right to
restriction of
processing

The right to data
portability

The right to object

The right not to be
subject to a
decision based
solely on
automated
processing

The right to file a
complaint

You can contact us at any time for information about the photo/video
recordings in which you can appear. In this case, we will confirm
whether or not we are processing these records and, if so, we can give
you access to your data. (including a copy thereof).

You have the right to request the rectification of your incorrect personal
data, to the extent that it would be applicable.

You have the right to request the deletion of video recordings of you.
(i) if they are no longer necessary for the purpose set out above, (ii) if
you have notified BATRO that you oppose the processing of your
personal data, and the operator does not have legitimate reasons that
prevail to continue the processing, (iii) if the records with you were
processed illegally or (iv) if BATRO is obliged by law to delete them.

You can send us a request to restrict the processing of your personal
data when (i) you consider that the personal data processed are
inaccurate, for a period that allows us to verify the accuracy of the data,
(i) when the processing is illegal and you do not want us to delete your

data, instead you want us to stop using them, (iii) when you need them
to establish, exercise or defend a right in court, and you request them
from us, although BATRO no longer needs them or (iv) you objected to
us processing your personal data during the period in which checks
are made whether the processing is legitimate or not.

At your request we can send you or the entity indicated by you your
personal data in a structured form, commonly used and which can be
automatically read. You also have the right to transfer the data to
another operator, if the processing is based on your consent or on the
execution of a contract and is performed by automated means.

You have the right to object to the processing of your personal data for
reasons related to the particular situation in which you find yourself.

You have the right not to be subject to a decision based solely on
automated processing, including profiling, which produces legal effects
to the person in question or that similarly affect them in a significant
way.

If you are dissatisfied with the solution of any of your requests by
BATRO or if you want to address the competent public authority to
resolve any complaint regarding the processing of your personal data
by BATRO, you can do it at:

The National Supervisory Authority for the Processing of Personal Data
Headquarters: B-dul G-ral. Gheorghe Magheru 28-30, District 1, Bucharest 010336
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Phone: +40.318.059.211 /+40.318.059.212, Fax: +40.318.059.602
Email: anspdcp@dataprotection.ro

The procedure for resolving citizens' complaints and the complaint models can be found on
the Authority's website at https://www.dataprotection.ro/?page=Plangeri RGPD&lang=ro
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